
 

 

 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Extraction Report
Samsung SM-G960F Galaxy S9

Summary
UFED Physical Analyzer version 7.10.0.129
Report creation time 15/11/2018 3:16:26 PM +11:00
Time zone settings (UTC) Original UTC value
Location Sydney
Examiner name Meg Cumming
Case number E18-0281
Case name Op Ember
Evidence number E18-0281-AS-7-1-PR-0003
Organization NSW ICAC
Notes Multiple combined extractions of Rose gold Samsung Galaxy S9 SM-G960F IMEI 357164/09/653799/1 S/N:

R58K55DRKMN said to belong to Samer Soliman

Source Extraction
File System (1)
      Extraction start date/time 6/11/2018 14:42(UTC+11)
      Extraction end date/time 6/11/2018 16:08(UTC+11)
      Unit identifier 413800551
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer Samsung GSM
      Selected device name SM-G960F Galaxy S9
      Machine name FOR03
      Connection type Cable No. 170
      Extraction type File System [ Android Backup ]
      Extraction ID F08EB83D-71CF-429D-8A7F-A8B2A07BA421
      Time zone settings (ID) _Australia/Sydney
File System (2)
      Extraction start date/time 7/11/2018 17:07(UTC+11)
      Extraction end date/time 7/11/2018 17:07(UTC+11)
      Unit identifier 873781127
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer SIM Card
      Selected device name SIM
      Machine name FOR04
      Extraction type File System
      Extraction ID 06059A9E-4C8C-4914-8D82-3EFF15319E2C
File System (3)
      Extraction start date/time 7/11/2018 17:08(UTC+11)
      Extraction end date/time 7/11/2018 17:09(UTC+11)
      Unit identifier 873781127
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer SIM Card
      Selected device name SIM
      Machine name FOR04
      Extraction type File System
      Extraction ID E625A08E-6141-46E1-A5C9-5EF6E67830A7
Logical (1)
      Extraction start date/time 6/11/2018 14:03 +11:00
      Extraction end date/time 6/11/2018 14:34 +11:00
      Unit identifier 413800551
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer Samsung GSM
      Selected device name SM-G960F Galaxy S9
      Username +61416185434
      Machine name FOR03
      Connection type Cable No. 170
      Extraction type Logical
      Extraction ID FDA63870-DDC4-468B-9BA0-CAC724633BCE
      Report type Phone
Logical (2) 1
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      Extraction start date/time 7/11/2018 17:05 +11:00
      Extraction end date/time 7/11/2018 17:05 +11:00
      Unit identifier 873781127
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer SIM Card
      Selected device name SIM
      Machine name FOR04
      Extraction type Logical
      Extraction ID 70414E43-EABC-4AE1-87E3-1C9C2A7F17D2
      Report type SIM
      Connection type
Logical (3)
      Extraction start date/time 7/11/2018 17:06 +11:00
      Extraction end date/time 7/11/2018 17:06 +11:00
      Unit identifier 873781127
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer SIM Card
      Selected device name SIM
      Machine name FOR04
      Extraction type Logical
      Extraction ID B664C7D3-85A4-4F87-B33A-80FA2F657113
      Report type SIM
      Connection type

Plugins

# Name Author Version

1 UFED Logical Report Reader
Reads the report generated by the UFED

Cellebrite 2.0

2 Physical Analyzer Report Reader
Reads report generated by the Physical Analyzer

Cellebrite 2.0

3 Pre Project
4 Garbage Cleaner
5 Project Processor Finisher
6 Post Project

Contents

Type Included in report Total

Calendar 27 1672 (12 Deleted)
Call Log 4 500
Contacts 1 645
MMS Messages 1 1621
SMS Messages 8 19972
Tags 6 6
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 Calendar (27)

# Time Calendar Entry Event information Deleted

1 Start Time:
27/10/2018
2:00:00 AM(UTC+0)
End Time:
27/10/2018
3:00:00 AM(UTC+0)

Subject: Ali ante Joe coming over 1pm
Attendees:
Location:

Details:

Category:
Reminders:
27/10/2018
1:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

2 Start Time:
5/10/2018
1:30:00 AM(UTC+0)
End Time:
5/10/2018
2:30:00 AM(UTC+0)

Subject: Pickup ali
Attendees:
Location:
Details:

Category: 
Reminders
5/10/2018
1:30:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

3 Start Time:
5/10/2018
1:30:00 AM(UTC+0)
End Time:
5/10/2018
2:30:00 AM(UTC+0)

Subject: Pickup ali
Attendees:
Location:

Details:

Category:
Reminders:
5/10/2018
1:29:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

4 Start Time:
9/08/2018
8:00:00 AM(UTC+0)
End Time:
9/08/2018
9:00:00 AM(UTC+0)

Subject: See ali 6pm
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

5 Start Time:
9/08/2018
8:00:00 AM(UTC+0)
End Time:
9/08/2018
9:00:00 AM(UTC+0)

Subject: See ali 6pm
Attendees:
Location:

Details:

Category:
Reminders:
9/08/2018
7:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

6 Start Time:
10/07/2018
7:00:00 AM(UTC+0)
End Time:
10/07/2018
8:00:00 AM(UTC+0)

Subject: Go see ali
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

7 Start Time:
10/07/2018
7:00:00 AM(UTC+0)
End Time:
10/07/2018
8:00:00 AM(UTC+0)

Subject: Go see ali
Attendees:
Location:

Details:

Category:
Reminders:
10/07/2018
6:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

8 Start Time:
5/06/2018
12:00:00
AM(UTC+0)
End Time:
5/06/2018
1:00:00 AM(UTC+0)

Subject: See ali
Attendees:
Location: 183 Prospect Highway, Seven Hills
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

3
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9 Start Time:
5/06/2018
12:00:00
AM(UTC+0)
End Time:
5/06/2018
1:00:00 AM(UTC+0)

Subject: See ali
Attendees:
Location: 183 Prospect Highway, Seven Hills
Details:

Category:
Reminders:
4/06/2018
11:59:00 PM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

10 Start Time:
9/05/2018
1:00:00 AM(UTC+0)
End Time:
9/05/2018
2:00:00 AM(UTC+0)

Subject: See ali lunch
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

11 Start Time:
9/05/2018
1:00:00 AM(UTC+0)
End Time:
9/05/2018
2:00:00 AM(UTC+0)

Subject: See ali lunch
Attendees:
Location:

Details:

Category:
Reminders:
9/05/2018
12:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

12 Start Time:
12/04/2018
3:00:00 AM(UTC+0)
End Time:
12/04/2018
4:00:00 AM(UTC+0)

Subject: Meet ali 1pm charcoal chicken
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

13 Start Time:
12/04/2018
3:00:00 AM(UTC+0)
End Time:
12/04/2018
4:00:00 AM(UTC+0)

Subject: Meet ali 1pm charcoal chicken
Attendees:
Location:

Details:

Category:
Reminders:
12/04/2018
2:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

14 Start Time:
10/03/2018
1:00:00 AM(UTC+0)
End Time:
10/03/2018
2:00:00 AM(UTC+0)

Subject: Go see ali. TAKE BRACELET FOR THIAGO
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

15 Start Time:
10/03/2018
1:00:00 AM(UTC+0)
End Time:
10/03/2018
2:00:00 AM(UTC+0)

Subject: Go see ali. TAKE BRACELET FOR THIAGO
Attendees:
Location:

Details:

Category:
Reminders:
10/03/2018
12:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

16 Start Time:
9/02/2018
7:00:00 AM(UTC+0)
End Time:
9/02/2018
8:00:00 AM(UTC+0)

Subject: Ali coming
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

17 Start Time:
9/02/2018
7:00:00 AM(UTC+0)
End Time:
9/02/2018
8:00:00 AM(UTC+0)

Subject: Ali coming
Attendees:
Location:

Details:

Category:
Reminders:
9/02/2018
6:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)
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18 Start Time:
19/01/2018
7:00:00 AM(UTC+0)
End Time:
19/01/2018
8:00:00 AM(UTC+0)

Subject: See ali
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

19 Start Time:
19/01/2018
7:00:00 AM(UTC+0)
End Time:
19/01/2018
8:00:00 AM(UTC+0)

Subject: See ali
Attendees:
Location:

Details:

Category:
Reminders:
19/01/2018
6:59:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

20 Start Time:
9/01/2018
9:20:00 AM(UTC+0)
End Time:
9/01/2018
10:20:00
AM(UTC+0)

Subject: Send ali PO number and Paul walkers email
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

21 Start Time:
9/01/2018
9:20:00 AM(UTC+0)
End Time:
9/01/2018
10:20:00
AM(UTC+0)

Subject: Send ali PO number and Paul walkers email
Attendees:
Location:

Details:

Category:
Reminders:
9/01/2018
9:19:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

22 Start Time:
11/12/2017
6:30:00 AM(UTC+0)
End Time:
11/12/2017
7:30:00 AM(UTC+0)

Subject: See ali 5:30
Attendees:
Location:
Details:

Category: 
Reminders
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

23 Start Time:
11/12/2017
6:30:00 AM(UTC+0)
End Time:
11/12/2017
7:30:00 AM(UTC+0)

Subject: See ali 5:30
Attendees:
Location:

Details:

Category:
Reminders:
11/12/2017
6:29:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

24 Start Time:
23/10/2017
6:30:00 AM(UTC+0)
End Time:
23/10/2017
7:30:00 AM(UTC+0)

Subject: Meet ali
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

25 Start Time:
23/10/2017
6:30:00 AM(UTC+0)
End Time:
23/10/2017
7:30:00 AM(UTC+0)

Subject: Meet ali
Attendees:
Location:

Details:

Category:
Reminders:
23/10/2017
6:29:00 AM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

26 Start Time:
29/09/2017
11:30:00
PM(UTC+0)
End Time:
30/09/2017
12:30:00
AM(UTC+0)

Subject: Help ali move storage
Attendees:
Location:
Details:

Category: 
Reminders:
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: File System (1)

5
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27 Start Time:
29/09/2017
11:30:00
PM(UTC+0)
End Time:
30/09/2017
12:30:00
AM(UTC+0)

Subject: Help ali move storage
Attendees:
Location:

Details:

Category:
Reminders:
29/09/2017
11:29:00 PM(UTC+0)
Priority: Unknown
Status: Unknown
Class: Normal
Repeat Day: None
Repeat Rule: None
Repeat Interval: 0
Repeat Until:
Source Extraction: Logical (1)

Call Log (4)

# Type Parties Timestamp Duration Country
code

Network Video
call

Source Deleted *

1 Outgoing To:

Ali Hamidi
Direction:
Outgoing

5/10/2018
1:30:45
AM(UTC+0)

00:00:12 Source Extraction: Logical (1)

2 Missed From:

Ali Hamidi
Direction:
Incoming

1/10/2018
2:43:44
AM(UTC+0)

00:00:00 Source Extraction: Logical (1)

3 Incoming From:

Ali Hamidi
Direction:
Incoming

20/09/2018
7:22:21
AM(UTC+0)

00:21:39 Source Extraction: Logical (1)

4 Missed From:

Ali Hamidi
Direction:
Incoming

21/08/2018
1:06:55
AM(UTC+0)

00:00:00 Source Extraction: Logical (1)

Contacts (1)

# Contact Timestamp Entries Addresses Notes Deleted *

1 Name: Hamidi Ali
Source: Phone
Source Extraction:
Logical (1)

Phone:
Mobile 

MMS Messages (1)

# Parties Content Other Deleted

1 Timestamp:
10/05/2018
6:57:11 AM(UTC+0)
From:

Mum *
Direction:
Incoming

Subject: No subject
Body:
Give it to Ali wife
Attachments:

Resized_20180508_200440.jpeg

Status: Read
Source Extraction:
Logical (1)

6
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SMS Messages (8)
* These details are cross-referenced from this device's contacts

# Folder Party Time All timestamps SMSC Status Message Deleted *

1 Sent To

Shady *
Direction:
Outgoing

9/06/2018
3:25:58
AM(UTC+0)

Sent ali, ante, Denver should be
comin to watch
Source Extraction: Logical (1)

2 Sent To

Shady *
Direction:
Outgoing

13/01/2018
9:38:19
AM(UTC+0)

Sent Ali is keen for strippers if u and
Paul wanna go out
Source Extraction: Logical (1)

3 Sent To

Shady *
Direction:
Outgoing

14/11/2017
10:58:27
PM(UTC+0)

Sent I dont get it...didnt ali pay for
the whole thing using his
business account. Plan was
he pays for the lot...then u just
transfer whatever the cost was
to me
Source Extraction: Logical (1)

4 Inbox From

Shady *
Direction:
Incoming

14/11/2017
10:56:43
PM(UTC+0)

+614150130
33

Read I need to transfer you $700 for
my share and yours for the
hotel, and Ali will send you his
share $350
Source Extraction: Logical (1)

5 Sent To

Shady *
Direction:
Outgoing

10/11/2017
5:48:02
AM(UTC+0)

Sent Hey ali will pay for the hotel at
the GC using his busness
account. Just transfer me
whatever the cost is to my
bank after
Source Extraction: Logical (1)

6 Inbox From

Hamidi Ali *
Direction:
Incoming

22/10/2017
6:20:34
AM(UTC+0)

+614119901
83

Read
Source Extraction: Logical (1)

7 Sent To

Shady *
Direction:
Outgoing

29/09/2017
5:45:06
AM(UTC+0)

Sent Denver, ali, ante, jai, steve,
david, Richard, raf, gersi, paul
Source Extraction: Logical (1)

8 Sent To

Shady *
Direction:
Outgoing

25/08/2017
11:26:07
PM(UTC+0)

Sent Come to alis place with me
Source Extraction: Logical (1)

Tags (6)

# Type Name Description Tags Created Modified Back

1 Call Log AZH Consulting 15/11/2018
1:19:06 PM

15/11/2018
1:19:06 PM

Type Parties Timestamp Duration Country
code

Network Video
call

Source Deleted

Incoming From:

Ali Hamidi
Direction:
Incoming

20/09/2018
7:22:21
AM(UTC+0)

00:21:39 Source Extraction: Logical (1)

2 Call Log AZH Consulting 15/11/2018
1:22:29 PM

15/11/2018
1:22:29 PM

Type Parties Timestamp Duration Country
code

Network Video
call

Source Deleted

Outgoing To:

Ali Hamidi
Direction:
Outgoing

5/10/2018
1:30:45
AM(UTC+0)

00:00:12 Source Extraction: Logical (1)

3 Call Log AZH Consulting 15/11/2018
1:26:39 PM

15/11/2018
1:26:39 PM

Type Parties Timestamp Duration Country
code

Network Video
call

Source Deleted

Missed From:

Ali Hamidi
Direction:
Incoming

1/10/2018
2:43:44
AM(UTC+0)

00:00:00 Source Extraction: Logical (1)

4 Call Log AZH Consulting 15/11/2018
1:29:50 PM

15/11/2018
1:29:50 PM

Type Parties Timestamp Duration Country Network Video Source Deleted
7
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code call

Missed From:

Ali Hamidi
Direction:
Incoming

21/08/2018
1:06:55
AM(UTC+0)

00:00:00 Source Extraction: Logical (1)

5 Contacts AZH Consulting 15/11/2018
1:31:48 PM

15/11/2018
1:31:48 PM

Contact Timestamp Entries Addresses Notes Deleted

Name: Hamidi Ali
Source: Phone
Source Extraction:
Logical (1)

Phone:
Mobile 

6 SMS Messages AZH Consulting 15/11/2018
1:33:42 PM

15/11/2018
1:33:42 PM

Folder Party Time All timestamps Status Message Deleted

Inbox From

Hamidi Ali *
Direction:
Incoming

22/10/2017
6:20:34
AM(UTC+0)

Read
Source Extraction: Logical (1)

8
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